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Ongoing peer review of code
Continuously available online
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KERNEL

in any medium,

LINUX KERNEL DEVELOPMENT PROCESS
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DEVELOPMENT

© 2003 Open Source Development Labs
Verbatim copying of this document is permitted
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https://www.linuxfoundation.org/wp-content/uploads/2020-Linux-Foundation-Annual-Report 120520.pdf

https://web.archive.org/web/20210315153836/

https://data.stackexchange.com/
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Greg Kroah-Hartman

Linux WEREESD X (-stable) K2 #E

“Publicly making fun of people is half
the fun of open source programming.
KE: ATFEWFRATIREH
In fact the main reason to eschew
programming in closed environments
is that you can't embarrass people in
public.”

— Linus Torvalds
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Garrett Hardin, "The Tragedy of the Commons" , Science, Vol. 162, No. 3859 (December 13, 1968) ,pp. 1243-1248.
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http://www.sciencemag.org/cgi/content/full/162/3859/1243
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7 A T\E A 7N\ )\ Alert (TA14-098A)

OpenSSL 'Heartbleed' vulnerability (CVE-2014-0160)
Jriginal release date: Apri 08, 2014 | Las revised: October 05, 201

+ FEIRE A BOAERL: =

Systems Affected

- Linus Law: BB L HIERES, BMOUILFrEEEE. —

Avulnerability in OpenSSL could allow a remote attacker to expose sensitive data, possibly including user authentication credentials and secret keys, through incorrect

* Heartbleed — OpenSSL: a
https://www.technologyreview.com/2021/12/17/1042692/10g4] ' |
-internet-open-source-hacking/

Project history [edit]

The OpenSSL project was founded in 1998 to provide a free set of encryption tools for the code used on the Internet. It is based on a fork of SSLeay by
Eric Andrew Young and Tim Hudson, which unofficially ended development on December 17, 1998, when Young and Hudson both went to work for

RSA Security. The initial founding members were Mark Cox, Ralf Engelschall, Stephen Henson, Ben Laurie, and Paul Sutton.[’!

As of May 2019, the OpenSSL management committee consisted of 7 peoplel] and there are 17 developers[® with commit access (many of whom
are also part of the OpenSSL management committee). There are only two full-time employees (fellows) and the remainder are volunteers.

The project has a budget of less than one million USD per year and relies primarily on donations. Development of TLS 1.3 is sponsored by Akamai.l”]
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FEAE S\ [Bergquist and Ljungberg 2001,
ATERHHL David 2008]
FftbEN [Bitzer 2007, Li et al. 2012]
FEUF [Luthiger 2007, Xu 2009]
ERMl [Ghosh 2005, Jensen 2007]
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https://www.bountysource.com/,

B(Crowdsourcing) & = ,
https://issuehunt.io/, https://gitcoin.co/bounties/funder

Find tasks

= o (T

. (@ Please Add A Fire Effect Color Like The Synapse 2 when it used to wo...

” Funded #187 1kc/razer-macos created by ZaneMorningstar30

@ Integration with OS accessibility APIs
Funded #814 dictation-toolbox/Caster created by LexiconCode

". @ Users: Add comments support
Funded #143 photoprism/photoprism created by seniorivn

@ Advanced duplicate handling in originals
Funded #1308 photoprism/photoprism created by graciousgrey

° @ Multi-User Photo Gallery with private and shared photos/albums

Funded #98 photoprism/photoprism created by rkkoszewski + 2 bounty requests

¢ "% O Simple photo editing ability (rotate, crop, etc)
Funded #464 photoprismfphotoprism created by Linkandzelda + 1 bounty request

(@ UX: Batch Edit
Funded #271 photoprism/photoprism created by jannewulf + 1 bounty request

@ People: Manually Tag Faces
Funded #1548 photoprism/photoprism created by graciousgrey

EmmanuelMess
posted a $5 bounty to
Add different panes to
preferences ($5)

© 4 comments

$10.00

$200.00

$25.00

$50.00

$500.00

$90.00

$228.00

$70.00

Search

Sortby: Date (Newest to Oldest) ~

Q Sign In

access & Recent files feat

nonths ago & updated: 2 days ago

1ubusercontent.com/48226312/134350749-eb387fc8-3bBe-4813-

escription of what it does _Originally posted by @shuv:

$5USD
issue
erences
ays ago
This now has a bounty, [here]
27912-add-different- panes-to-preferences), bounty expires in
n working, p.
$5UsD

ashish7g

L=

® FLERBTUIEK
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FINLEE,
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SHENIRE, IR
ERREIA RN T A
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® TIRES XS H A R EA .

o FZTRMBENRGBEBLEZEN, FEM
MBASHEREEN TS ETERR
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o HEMESFNAHBECTRMA TN,
TOIE RN BN TR
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CILFX Crowdfunding

Projects Events Security Audits (OSTIF) General Funds

KiCad
KiCad Is a full fe ed electronic L;'—;\-"'.'L;[Jm:_—"]l
-J[_‘|_:|ILJ'.IU['I:I'_L‘-."'-.:I val of the pr
Tags Tags

| Electronic Development Appli... | | GraphQL |

Funds Raised/Goal
/440,000

Funds Distributed

Sponsors
(oo )

Funds Raised/Goal
/$100,000

s0rs

rx

graphql

Funds Distributed

(oo )

Tags

| Kernel |

Funds Raised/Goal
$52,825/$90,000

>pONSor

o
/ Y5,

Linux Kernel Mentorship

Stipends Paid

$52,600

/9. FHRIRE A BRI R B R AR R BinE R X REREE I MR

e

® FTEEBNMHANELARE
EE], DEARER,

® I H@ELMER—EWN
TR R SRRV S
XMESERARREFET],

® REBERMREFEMNIE
FRIK U o

® NEET—MEMAEMNIBERE
N, TERERIE 0 EIRA
B AR
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AWM ERE—TEIEEEE. LLan Stripe 1 PayPal,

ﬁ .\J.k j:ﬁ mE g g FUﬁTSU HITACH! gré {t/n\
O A o AT&T  ERICSSON = N Sz
o —RIBEAESSR, Flanmik o ® BEZSTRENNE—E, W
FGoogleZLinux Foundationfy X intel ooMeta v NEC  orace BB XREABIRGF, IBET]
ﬂ%ﬂj}k QUALCOMW s | TBM SAMSUNG Te;)zﬁqﬂenr vmware ﬁlé/ﬁ\gkl:?‘a ?#ﬁ;\%ﬁﬂl
o NIt EERAALRESS e o B ® BIEEIRITE L BB HIIT
FHRFFE N
Show [10 v|entries cearch ﬂl\\\
: ST =PIN
@ Red Hat 876 . ﬁu %ﬁ/ﬁlﬁ E %F éﬁgfa—/} ) )l_l\IJ
I T — T E £ LR
N A$B1g: GitHub o s 1) S Tp £ e
® FRIEME DA AT & E T EWAR
Sponsor .
. @ SUSE »I?\-O
o S AN, o

Showing 1 to 10 of 60 entries

® FREBBMEUDERE.

OpenStackiF /A S TRERE R 26




GitHub Sponsors

GitHub Sponsors : GitHub AFFRA X BREN—INZERTY], BEEEBFEREALZERX
BFREXH. AT RN B#TH®E FTR) #1E, #MmARFAEAARMAR
a’ LX}A;:F;‘)EIﬁ E |:|:| 59('7,?%%/%@0 Become a sponsor to Ajay Ramachandran

3
h, Ajay Ramachandran —

ajayyy-org ﬁ'l-l nfriedly and 51 others sponser this goal

Sponsor ajayyy/SponsorBlock

Hi, I am currently working on a project called SponsorBlock. SponsorBlock's goal is to
skip sponsor messages and other annoying things inside of YouTube videos, and maybe Sponsor as &
more in the future.

GitHub Sponsors Learn more

s ajayyy-org . . ) . = H tar to review the bad
. QO sponsor Note: If you want a (cosmetic-only) Discord role like on Patreon, just send me a oG overoveryouravalario reviewine badge
ajayyy-org L you'll get that shows @ajayyy-org you're a
message after signing up. sponsor.

External links

|® patreon.com/ajayyy . Select a tier Monthly One-time
ﬂ @ajayyy-org's goal is to earn $500 per month

& sponsor.ajay.app/donate

$5 +~ amonth Select
T L C t You'll receive any rewards listed in the §1
Learn more about funding links in repositories. urrent sponsors 56 monthly tier.
Report abuse
$1a month Select

* Get a badge on your profile

Show more

$10 a month Select

Past sponsors 253 * Geta badge on your profile




GitHub Sponsors

Join the waitlist

FEAEE (MA. HZR)
W17 AtvF'

SIHE
L=
RARZ SR FRESTERF, BiRfErE
RHAFREESHER
EFil. ARRBEBHRBENENRER
BRHFHITHN X, HIPmMERE.
1EFFIRER MV A% 4 o] &g

GitHub¥ 4§

H X BRI |
Ak

R

Dependencies

People and projects

o 0 —

8, Ed

wHE (DA BWAR)

ﬁi\F“ i LRI R

SFFFRIRER

X AT FERBR

. AR ElRARAR > FREME A AE
HRIEF X EWENL (Spirits -> Money)

SR Z5/0MRIME KRS ZEBNEF M
GitHub3f & Xt F R4 B Z W



FEEEIYLE . — g (Quadratic Funding)

http

s://qgitcoin.co/grants/

/N

AR

AR Gitcoin Grants MITHHITARENRRERE, INERRUXHESTHR
N, REREAXFALNHTRRHEIZSHNEF ERAES.

Grants Round 12 has officially ended! ‘

4 (’_,\'..-_,,
ey
/ A
@synthetix_io ?’ ’ @ . O
K asknetwork  @rainbow_rolls @vita_dao
\ gotheroum " OarrPumu@ Bunisw ap

GBregen_network Socelotlabz

@ensdomans @noun s330 @KlimaDAO momus.eth

\

R ERRLAY

GRI12 - Claim - Active - Ends in 42d 15h 21m 01s

January 13 (5PM MST) - February 28 (5PM MST)

29
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FELBAIYLE — e (Quadratic Funding)

EXINtER: AHAE: JEHEbE. RS,

Using Markets to create impact

Public goods are good.

Private Goods - Common Goods
Food, clothes, cars, Fish, Timber, Coal
& other consumer
goods. ’

Club Goods  Public Goods

Cinemas, private  Clean air,

parks, satellitetV  Infrastructure,
- Privacy

ZIREERIIRIE
BAREEENESMHETFECE,
I H&ZREBRS KRS
HEYSREH “FRHIEZHFEL"
EZFHUUKIHEES ST,

51

—=N—TAFFEE100055T, IH
153X18 10003 TR RREER,

— MO AFHHEE10005TTEAR,
BAKRR10057T, MBRKIA1S100005
TCHYEREER.,
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Kubernetes & the Runtimes

Kubernetes@ BT BaIEE. ¥ BRINEE "Ba3{t (containerized) N AHER"MHBERS.
4], KubernetesR¥z#FDocker, {EFDockersktliESes

[53€, 20158, CoreOSi#BrktiiAKubernetes, Hyper=ifiiArunV, BR..K&.T., F&..
20165, AR—EEE T CRIGE1TAIEO), 7IF F AERuntime

201748, Kata Containers&fn, MEf520185EgVisorkfn, Fradocker containerd KEHi Y,
FE......

20185GoogleHEri T containerd shim-v2, B2 AxR%F, mMA
KubernetesiZsii T RuntimeClass, P LISRER{+ARuUNtime
20204, I T CVE-2020-143868z5tiRiwiE, GoogleZn~fEgVisorfIGKEFF A LR

N = . _ —
[E Ezﬁulﬁl (.Google Kubernetes Engine2—Kubernetes &84, E%E@%T\K$f:‘?_b§ﬁ)

g;ég%netesﬁi?%ﬁ%%iéﬁﬁﬁzﬁ—gf SRR MEMIIEIRITZA, BEIBRIFFRM XAYEH



https://zh.wikipedia.org/wiki/%E4%BD%9C%E6%A5%AD%E7%B3%BB%E7%B5%B1%E5%B1%A4%E8%99%9B%E6%93%AC%E5%8C%96
https://zh.wikipedia.org/wiki/%E5%BC%80%E6%BA%90%E8%BD%AF%E4%BB%B6

Kubernetes vs. Docker

« While Docker is a container runtime,
Kubernetes is a platform for runnin
g and managing containers from ma
ny container runtimes.

« Kubernetes supports numerous cont
ainer runtimes including Docker, con
tainerd, CRI-O, and any
implementation of the
Kubernetes CRI (Container Runtime |
nterface).

Kubernetes vs Docker

Comparison Chart

Kubernetes is an ecosystem for
managing a cluster of Docker
containers known as Pods.

Kubernetes is not a complete solution
and uses custom plugins to extend its
functionality.

Load balancing comes out of the box in
Kubernetes because of its architecture
and it's very convenient

Takes relatively more time for
installation.

“

Docker is a container platform for
building, configuring and distributing
Docker containers.

Docker uses its very own native
clustering  solution for Docker
containers called Docker Swarm.

The load balancer is deployed on its

own single node swarm when pods in
the container are defined as service.

Setup is quick and easy compared to

Kubernetes.
.leference
etween net
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