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Definition of DevOps
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What is DevOps?

DevOps combines development (Dev) and
operations (Ops) to unite people, process,
and technology in application planning,
development, delivery, and operations.
DevOps enables coordination and
collaboration between formerly siloed roles
like development, IT operations, quality
engineering, and security.

Teams adopt DevOps culture, practices, and
tools to increase confidence in the
applications they build, respond better to
customer needs, and achieve business goals
faster. DevOps helps teams continually
provide value to customers by producing
better, more reliable products.

https://learn.microsoft.com/en-us/devops/what-is-devops

https://www.tibco.com/reference-center/what-is-devops
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Before DevOps: The Traditional Software Development e 7 J ?
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Problem: Changes are troublesome.
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N

wirex Integration Hell

I've been working on my classes and think they are perfect. You've been
working on yours and I suppose you think they're pretty good too. Carl has
been working on his, and you know how that goes.

Now we have to integrate them to build a new system. Carl's code, as usual,
breaks everything. It looks to me as if you have a few problems too. My code
1s solid, I know that because I worked hard on it.

What I can't understand is why you think there might be something wrong
with my code, and Carl, the idiot, is after both of us.

We're in for a few really unpleasant days. Maybe next time we shouldn't wait
so long to integrate ... --RonJeffries
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We were just waiting.
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https://www.youtube.com/watch?v=mBU3AJ3j1rg
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Continuous Development
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I
o Integrating insights into planning
stage: User Stories/Code

A: Planning 2 Accessibility Audits:

Manual and Machine Detectable

CE—
e Prioritization and integration
of inputs into design phase

The Software
Development
Life Cycle

New feature/functionality builds:
0 ARC KnowledgeBase & ARC Tutor,
code annotations

o ARC APl Automated Testing
and policy compliance

@ VPATs/Accessibility
Conformance Reports

o ARC Monitoring Monthly Scanning
and User Generated Content

https://mwww.tpgi.com/how-to-efficiently-include-accessibility-testing-through-continuous-integration/
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Development transformation at Amazon: 2001-
2009

2001

)\

&

&

Monolithic Microservices + 2 pizza teams
application + teams

https://www.youtube.com/watch?v=mBU3AJ3j1rg
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5

Deployment

AGILE

Review

1

Requirements

Manifesto for Agile Software Development
BUEI A&

We are uncovering better ways of developing
software by doing it and helping others do it.
Through this work we have come to value:
Individuals and interactions over processes and tools
Working software over comprehensive documentation
Customer collaboration over contract negotiation
Responding to change over following a plan

That is, while there is value in the items on
the right, we value the items on the left more.

20244F10R

https://agilemanifesto.org/iso/zhchs/manifesto.html
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https://medium.com/agilemania/essential-elements-of-agile-scrum-d5d5d8cafe8d

FEIRER R AR-24Fall 20245104



ez ¥

PEKING UNIVERSITY
:

Agile—Kanban(Zr AL A FR)
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Kanban System

https://agilegnostic.wordpress.com/2015/09/13/lean-kanban-methodology-to-application-support-and-maintenance/

FIRBRMAFHAR-24Fall 20245104 10




e 7). ¥

PEKING UNIVERSITY
:

DevOps vs. Agile

DEVOPS VS. AGILE © rooueoc

>0 O,
DevOps Agile Methodology

Emphasis on collaboration Philosophy Emphasis on incremental

& productivity e changes through iterative
Q@ developmentvé& testing

Deploy

Plan

ol N EST s Focal Point & Purpose

Incremental deployments

] . integration,providing @ 1 | ect
When the agile methodology gained end-to-endbusiness solutions A in complex projects
widespread adoption in the early 2000s, it Delivery & Deployment :
transformed the way we develop software Looks after secure =g Looks afte

. deployment & launching software
and other products. Yet, within a few years

of becoming an industry standard, a critical Team Size & Skills

. Smaller team with
oversight arose: the processes and different skill-set :2°0: advanced skill-sets
requirements of the operations team who

Large team with

Documentation
deployed and managed software products Extensive Light on
were left out of the revolution. documentation = documertE
This led to DevO h that aligned received va (IR eceiec
Vi Vi — IV
is led to DevOps, an approac at aligne e intemally
development and operations teams.
. Communication
Specs & design Daily scrum
documents (ECI meetings

https://www.spiceworks.com/tech/devops/articles/devops-vs-agile/
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DevOps
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Approach

Year

Scope and Schedule

Time to Market
Automation

Customer Feedback

Quality

Collaboration

Variations

Waterfall vs Agile vs DevOps

Waterfall

Waterfall model provides a linear
sequential approach to managing
software projects. Each phase
depends on deliverables from the
previous one.

1970
Adjust schedule to preserve scope.
Fixed requirements. Limited
flexibility.

Slow
Low

End of Project

Low. Issues are identified only at
testing stage

Teams operate in silos

V-model

Agile

Agile is a highly dynamic and

iterative approach where you do

not need the complete set of
requirements to start with. You
can develop some features and
check customer response
before next steps

2001
Adjust scope to preserve
schedule. Iterative approach
allows for prioritization
Rapid
Varied

After every sprint

Better. Issues are identified after
every sprint

Multiple teams are involved, but
not all

Scrum, XP, LeSS, SAFe

demandsimplified marketing

DevOps

DevOps is an Agile methodology
encompassing Development (Dev)
and Operations (Ops). It enables
end-to-end lifecycle delivery of
features, fixes, and updates at
frequent intervals.

2009
Adjust scope to preserve schedule,
Highly responsive to business
needs
Continuous
High
Continuous

High. Automated unit testing during
development

All stakeholders are involved from
start to finish

CI/CD, DevSecOps

https://www.linkedin.com/pulse/waterfall-vs-agile-devops-sdlc-models-abhay-reddy
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Continuous Integration (Cl)

1. Constant testing as code is checked-in/pushed to the repository (e.g., GH hooks, etc.)
2. Verify the build process works (i.e., parsing, compilation, code generation, etc.)

Sk
4
1

Verify unit tests pass, style checks pass, other static analysis tools.

. Build artifacts

Continuous Delivery & Deployment (CD)

. Moving build artifacts from test -> stage -> prod environments.

Environments always differ! (e.g., ENV, PIl, data, etc.)
Gate code, If necessary, from advancing without manual approval.
Useful when initially transitioning applications into a modern DevOps pipeline.
Infrastructure as Code

. Required resources (e.g., cloud services, access policies, etc.) are created by code.

No Ul provisioning, no manual steps (avoid: easy to forget, time consuming!)
“Immutable Infrastructure” No update-in-place (e.g., SSH to server.)
Replace with new instances, decommission old instances.
Nothing to prod without it being in code, checked-in, versioned along side code!
Observability (Monitoring, Logging, Tracing, Metrics)
Be able to know how your application is running in production
Track and analyze low-level metrics on performance, resource allocation
Capture high-level metrics on application behavior
1. What's “normal”? 2. What's abnormal?
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Benefits of DevOps
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with agile methods and short sprints.

Shorter Time to Market %\J@
DevOps speeds up product launches E I]

Improved Skill-set L
DevOps promotes cross-functional @-
skills and better understanding R
among teams. 11 Beneﬁts
of Using DevOps
Faster Feedback . for Businesses
DevOps provides rapid feedback, @
enhancing clarity and speeding _—_—_—_/I

up processes.

Reduced Risks

DevOps integrates security,
addressing errors, and saving
time in digital transformation.

DevOps emphasizes value creation,
reducing operational waste.

Reduces Wastage {L 3 % @

Employee Involvement
DevOps encourages quick learning,
impactful contributions, and
collaboration.

Enhanced Security Protocols

i [% l DevOps enhances security through
DevSecOps, reducing costs and
identifying flaws early.

- Faster Deployment

o DevOps ensures uniform and
& faster system deployment.

Changes the Way of
Viewing Problems

DevOps provides flexibllity in
workfiows, facilitating easy changes.

Increased Scope of
Delivering Values
DevOps creates an environment

for continuous delivery and value
creation.

Increases Collaboration

DevOps breaks down barriers for
enhanced collaboration.

https://www.mindbowser.com/benefits-of-devops-for-business/
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Typical Cl & CD Pipelines
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Check in

Peer review

Style check

Compilation

Run unit tests

Build container

images

~

J

A

Run integration
tests

Run load tests

Run penetration
tests

Require Manual
approval to
advance

~

=

)

Deploy to prod

Monitor

~

Record errors

https://cmu-313.github.io/2020/lectures/15-Devops.pdf
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GitHub Actions
AGitHUbEEBEX TER (H9&. Wik, T8, XfHm. HE
13 .github/workflows B 3 T BIYAMLX 4B &
» https://docs.github.com/cn/actions
GitLab CI/CD
ET Gitlab 9 CI/CD &%, &id .gitlab-ciyml| £ B HE & CI/CD %EfE
https://docs.gitlab. com/ee/C|/
Gitee GO
+ Gitee M C/CDEFFEMESERIRS . AP TTRIRIE BE X workflow/H
FOYAMLICf, SKIRME SR Bahik
Travis CI
« Travis IZE=NHEEMRS, BEBEEXEEMH travisyml, #EFNIKIT
B e GitHub Ay (411 B

* https://docs.travis-ci.com

Jenkins
* JenkinsB—ITIRAY. REEAFRIEFENCALE, FHFEMRAEF RS
BB FEBHEMEF https://www.jenkins.io/doc/

4H1~

F) MRS,
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GitHub Actions Example
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name: CI/CD Pipeline

# 8 R TARR R

L on:

branches:

1
2
3
4
5, push:
6
7 - main # MWUTHERET] main o3 HAFM
8
9

# 5E AR
10, jobs:
11, build-and-test:
12 # JREBITHIE
13 runs—on: ubuntu-latest
14
15 # E X TAEBIR
16 steps:
17, — name: Check out the code
18 uses: actions/checkout@v2 # & H & H A CHL A
19
20 — name: Set up Python
21 uses: actions/setup—python@?2 # filE Python #l&%
22, with:
23 python-version: "3.§8
24
25 — name: Install dependencies
26 run:
27 python —m pip install ——upgrade pip
28 pip install -r requirements. txt
29
30 — name: Run tests
31, run:
32 pytest # BT
33
34, deploy:
35 needs: build-and-test # fk#fim —MMEHISER
36 runs-on: ubuntu-latest
37
38, steps:
39, — name: Deploy to server
40 run: echo “Deploying to production server...”
41 # WER A IR R B a4 e E

BEAXEE
+ name:

TIERKIZTR. LLFERR
SEMTHARIR TAER .

. on:

EX L TIERMES. Flan,
schedule %,

* jobs:

TIERPH—AES. FMEAERTUERRREFEFHIT,

AEB/MIMEITETX.

* runs-on:

EXAENGE TR EIERE, 40 ubuntu-latest. macos-latest B

windows-latest.
+ steps:
MR IMITES B
Actions.

* uses:
RATiEELB+EREME,
EE.

e with:

, ATARRITH

FT7E uses PRIESHERIE,

AJIERY,

R AR E 7 S X R A ENE

{EHBTE GitHub FE

push. pull_request.

SEIARFFER GitHub

20244F10R
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Some Additional References
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« CMU 15-313 Foundations of Software Engineering
https://cmu-313.github.io/2020/

* DevOps at Amazon
https://www.youtube.com/watch?v=mBU3AJ3j1rg

* DevOps at Netflix
https://www.youtube.com/watch?v=UTKIT6STSVM

* DevOps at IBM

https://www.youtube.com/watch?v=UbtB4sMaaNM
* GitHub Action https://docs.github.com/en/actions
» Docker: https://www.docker.com/get-started/
Software Engineering at Google
https://abseil.io/resources/swe-book/html/toc.html
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Lab 4: Cl & CD for a Python Package

« ZI—fEEpPythonflpygraph
- ECEPythonFF &I iE
« FEZEPre-Commit Hook
« LY LB I BTN
- BECERBERCl/CDR/KE
s PythonIfE, Z3Poetry
» fi£ FPoetry B & % % Fir 5 4 it
{FMblackig WAL E S FEEI B
3 Fpytestiz 478 T3
fE Fpdoc3 4 pAPIXXHY, FHRHAPIXHSERE 2| € FEH Igh-pagesr X
(#BZ&Python B HYER > B 2] T Mab)
https://github.com/osslab-pku/OSSDevelopment/blob/main/Assignments/Lab4.md
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