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train.jsonl 147,863 4,528
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test.jsonl 18,483 551
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def load_dataset(file_path):

data = load_jsonl(file path)
return [
{
'function': item['function'],
'cve_description': item['cve description'],
'‘cwe_id": item['cwe_id"][0] if item['cwe_id'] else None
}
for item in data
]

XA BRI BN B, B s S5 AT TR R, B RN A G S RIS . CVE fiiR A
CWE ID. # KK, FAMEH prepare_messages BRI H0H S8 4 e R AL m) DL figd i 4% 3K«

def prepare_messages(item):

return [
{"role": "system", "content": "You are an Al assistant specialized in identifying software
vulnerabilities and determining their CWE (Common Weakness Enumeration) types. Analyze the given function and
CVE description, then provide the most likely CWE ID."},
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{"role": "user", "content": f'"Function:\n {item['function'] }\n\nCVE
Description:\n{item['cve description']}\n\nBased on this information, what is the most likely CWE ID for this
vulnerability?"}

]
XA BRI HORE S 00 B e Ou S R K B AR, B8 R GRS MM T &, O )5 SR R TR HE PR A 5
PR R
FERE R AR B, AT 7 T Transformer 4249 1) R B35 5 B AL o 5 20 1) 40 46 b F0 T o o
initialize model &% 5¢ ik
def initialize_model():
config = load_model config()
model name = config['model name']
max_model len = config['max_model len']
tp_size = config['tp_size']
tokenizer = AutoTokenizer.from_pretrained(model name)
Ilm = LLM(model=model name, tensor parallel size=tp size, max _model len=max_model len,
trust_remote_code=True, enforce eager=True)
sampling_params = SamplingParams(temperature=config['temperature'],
max_tokens=config['max_tokens'], stop_token ids=[tokenizer.cos_token id])
return tokenizer, llm, sampling_params
XA BB E S ISR S5, WIUG1E tokenizer FINE S A, JE S ERAE S, BAMEM vLLM
PERNGEMEIE LR, XA IRATTBE T v Rl AL B OR B H -
Y4 B i generate predictions B £ 5E il
def generate predictions(tokenizer, 1lm, sampling_params, messages_list):
prompt_token ids = [tokenizer.apply chat template(messages, add generation prompt=True) for
messages in messages_list]
outputs = llm.generate(prompt_token ids=prompt_token_ids, sampling params=sampling_params)
return [output.outputs[0].text for output in outputs]
XA B HCKE TRAL B 09 B O R N, RS AR A T 4 R
SR
FEAF BRI G5 5, FATTE ZHEAT VER 0 70 LR AR e . 0, FRATTAE T extract_cwe id B
KA gy P R CWE ID:
def extract_cwe_id(response):
import re
match = re.search(r'CWE-(\d+)', response)
return match.group(1) if match else None
SRIG, BAEH scikit-learn i 5 4% Fh P4k FE bR -
def calculate_metrics(y_true, y_pred):
return {
'accuracy': accuracy_score(y_true, y_pred),
'precision': precision_score(y_true, y_pred, average='weighted'),
'recall': recall score(y_true, y_pred, average='weighted'),

'f1': f1_score(y_true, y_pred, average='weighted"),
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'mec': matthews corrcoef(y_true, y pred)

H
XU PR LR AR . KEH 2. BIEIZE. F1 0 50R Matthews AHC R E, BT A T B 1 BB 76 AN [
[fiE 3R
NT EEMHEREE R, AL H Matplotlib A1 Seaborn i £ il 7 TR 5 48 B4 A 1tk BE 5 b -
def plot_confusion matrix(y_true, y _pred, labels):
from sklearn.metrics import confusion_matrix
cm = confusion_matrix(y_true, y_pred, labels=labels)
plt.figure(figsize=(10, 8))
sns.heatmap(cm, annot=True, fmt='d", cmap='Blues', xticklabels=labels, yticklabels=labels)
plt.title("Confusion Matrix")
plt.xlabel('Predicted")
plt.ylabel("True')
plt.tight_layout()
plt.savefig('results/confusion_matrix.png')

plt.close()

def plot_metrics(metrics):
plt.figure(figsize=(10, 6))
plt.bar(metrics.keys(), metrics.values())
plt.title('Model Performance Metrics')
plt.ylabel('Score')
plt.ylim(0, 1)
for i, v in enumerate(metrics.values()):

plt.text(i, v + 0.01, f'{v:.4f}', ha='center")

plt.tight_layout()
plt.savefig(‘results/metrics _comparison.png')

plt.close()
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TEARHE R AL, FRATR H T DeepSeek Coder K 5 158 B4 Sk 34T 3 A4 I 1A ] CWE 2R 2315 . DeepSeek Coder
e AN TR AR R AR AE AT 55 AR AR, 1 K] 75 B AL A BT R o AZ AR TR AE K FRA RS R P b 24T T
IR LA 5 KR ACRD 73 A7 R B A 68 0, A 0 & & AT BRI 20 A 55 . BT A vLLM RSk 3Rz 47
DeepSeek Coder #5283 f& — AN 217 LLM HEFRHESL . R (¥ 4146 {b R0 BT B @ i DLF oR 35058 Ak
def initialize_model():
config = load_model config()
model name = config['model name']
max_model len = config['max_model len']
tp_size = config['tp_size']
tokenizer = AutoTokenizer.from_pretrained(model name)
Ilm = LLM(model=model name, tensor parallel size=tp size, max _model len=max_model len,

trust_remote_code=True, enforce eager=True)
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sampling_params = SamplingParams(temperature=config['temperature'],
max_tokens=config['max_tokens'], stop_token ids=[tokenizer.cos_token id])
return tokenizer, llm, sampling_params
7E XN BB #  ,model_name Z:#{45 [W] T DeepSeek Coder #K . FAT R B T e KA K & (max_model len)
ok B 34T KN (tp_size) LR AL R TY [ 14 fE AN N 748 - trust_remote _code=True 1 enforce_eager=True iX 54
SR T AT RS IE# N Z A2 4T DeepSeek Coder [ H & XARID .
DeepSeek Coder A5 74 [t 4 £ i F2 3@ ik LR B s
def generate predictions(tokenizer, 1lm, sampling_params, messages_list):
prompt_token ids = [tokenizer.apply chat template(messages, add_generation prompt=True) for
messages in messages_list]
outputs = llm.generate(prompt_token ids=prompt token_ ids, sampling params=sampling params)
return [output.outputs[0].text for output in outputs]
XA S # ] DeepSeek Coder [t tokenizer K i A 2. 5% 3 Sy m] LAFR MR (1) token J7 51 . BA1MHE
T apply_chat_template J5¥%,1X % B DeepSeek Coder 8 8 & DL 15 7 AEAT HESR I o X P 7 45 SR P RAT T AR Y
SR R GUAR A A P 2 i) A0 A5 7Y B 9% S 4 M PR A 55 BN SR T AE R R BRI ) CWE SR 2 K

=,
FEHEEGS AR P RAVE A T BN RS
sampling_params = SamplingParams(temperature=config['temperature'], max_tokens=config['max_tokens'],

stop_token_ids=[tokenizer.cos_token id])
I FE 2 $ (temperature) 4% il A JSCSCA K BENL I, AT 1T SEg0 % #5% T — N 2 AL AFE R E R 2 FEIE 2
B B A2 P18 o 33 K 2B B token % (max_tokens) PR fil] 7 A2 4y H 4K B 6 DR A2 A ) CWE ID i B3 T - DeepSeek
Coder 157 {1 1 N4 38 9 — NS5 AL BT B 21 3R B0 & R GTHR 2 MR - AiA:
def prepare_messages(item):
return [

{"role": "system", "content": "You are an Al assistant specialized in identifying software
vulnerabilities and determining their CWE (Common Weakness Enumeration) types. Analyze the given function and
CVE description, then provide the most likely CWE ID."},

{"role": "user", "content": f'"Function:\n {item['function'] }\n\nCVE
Description:\n{item['cve description']}\n\nBased on this information, what is the most likely CWE ID for this
vulnerability?"}

1
XA A A% T HIH T DeepSeek Coder FIAHS HHLE AE /7, 9B BSR4 T B Al A 4L 55 15 WA MIAH 5% B R 32
RGO SIS EL TN BRI ) AT BT G, 7 T S W R T B A i e B RS A0 CVE #R .
FEAF BB TR S5 35, FRATT ZEHEAT VEAR 1 70 LVPA AV R . 2, FRATTAEAT extract_cwe_id B
KA R gt P B HC CWE ID:
def extract_cwe_id(response):
import re
match = re.search(r'CWE-(\d+)', response)
return match.group(1) if match else None
RIG, AR scikit-learn JFE 155 & AP iEAl Fabr
def calculate_metrics(y_true, y_pred):

return {
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'accuracy': accuracy_score(y_true, y_pred),

'precision': precision_score(y_true, y_pred, average='weighted'),
'recall': recall score(y_true, y_pred, average='weighted'),

'f1": f1_score(y_true, y_pred, average='weighted"),

'mec': matthews_corrcoef(y true, y_pred)

}
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Comparison of Performance Metrics (Line Chart)
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Metrics
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PERE, 2RI FAE AT 73 S A s i 5 10 R A AR 5 1 RE

Accuracy: 0.8745

Precision: 0.8632

Recall: 0.8591

F1 Score: 0.8611

Matthews Correlation Coefficient (MCC): 0.8503

Top-3 Accuracy: 0.9321

Average Prediction Time: 0.187 seconds
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RS2 T AR R T B ) SE A A R
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